WORKSHOP ON INFORMATION SECURITY AND PRIVACY (WISP) Saturday,

December 10, 2016

Hotel Gresham, Room: O'Casey, Saturday, December 10, 2016

8.30-9.00

Registration

9.00-9.15

Welcome and Introductions

Conference Chairs

9.15-10.15

Keynote: Information security and
privacy: the good, the bad and the
undecided.

Niklas Méller, Royal Institute
of Technology, Sweden

Tea & Coffee

10.30 —
12.00

Going Through the “Emotions”: Identity
Protective Responses (research in
progress)

Obi Ogbanufe and Robert Pavur.

Identification of the “security paradox” in
SMEs: application to BYOD related
practices

Paméla Baillette and Yves Barlette.

A Maturity Model for Measuring
Organizations Escalation Capability of
IT-related Security Incidents in Sweden

Gunnar Wahlgren and Stewart Kowalski

Stopping Insiders Before They Attack:
Understanding Motivations and Triggers

Sanjay Goel, Kevin Williams and Stan
Zavoyskiy

Chair Fredrik Karlsson

Lunch

Best papers and a best reviewer awards, Room: O'Casey

13.00-14.30

Phishing Training: A Preliminary Look at
the Effects of Different Types of Training
(research in progress)

Shamya Karumbaiah, Ryan Wright,
Alexandra Durcikova and Matthew
Jensen.

Breaching News: Does Media Coverage
Increase the Effects of Data Breach Event
Disclosures on Firm Market Value?
(research in progress)

Obi Ogbanufe and Atiya Avery.

A Picture vs. 1,000 Words: Threat

Visualization and Verbalization in

Information Security Fear Appeals
(research in progress)

Vanessa Durner

Impact of SNS Diversity and Privacy
Concerns on Information Seeking
through Smartphones

Mohamed Abdelhamid, Srikanth
Venkatesan and Raj Sharman.

Chair Karin Hedstrém

Tea & Coffe

14.45-16.45

Historical consciousness of cybersecurity
in India

Chair Ella Kolkowska




Ramesh Subramanian

Sampling high throughput data for
anomaly detection of data-base activity
(research-in-progress)

Hagit Grushka, Oded Sofer, Ofer Biller,
Michael Dymshits, Lior Rokach and
Bracha Shapira

User Archetypes for Effective Information
Privacy Communication

Tobias Dehling, Manuel Schmidt-
Kraepelin, Muhammed Demircan, Jakub
Szefer and Ali Sunyaev.

It All Looks the Same to Me: Security
Warning and System Notification
Generalization Captured through Eye
Tracking (research in progress)

Bonnie Anderson, Jeffrey Jenkins,
Anthony Vance, Brock Kirwan and Daniel
Bjornn

16.45 —
17.00

Closing of WISP 2016 in room O'Casey

Hotel Gresham, Room: Parnell, Saturday, December 10, 2016

10.30 —
12.00

Training Decrement in Security
Awareness Training

Tianjian Zhang.

Does Government Surveillance Give
Twitter the Chills? (research in progress)

Laura Brandimarte, Edward McFowland
lii, Sriram Somanchi and Uttara
Ananthakrishnan.

How much is your security worth?
Applying a risk tradeoff paradigm to
explain the bimodal nature of user
elaboration over interruptive security
messages

David Eargle, Dennis Galletta and Jeff
Jenkins.

Chair Bonnie Andersson

Cybersecurity for Critical Infrastructures:
what exactly are we protecting? A Central-
European Perspective.

Albrecht Fritzsche and Florian Maurer.

Lunch

Best papers and a best reviewer awards, Room: O'Casey

13.00-14.30

Defining Objectives For Securing The
Internet Of Things: A Value-Focused
Thinking Approach.

Chair Dan Harnesk




Gurpreet Dhillon, Lemuria Carter, Javad
Abed and Ramandeep Sandhu

Knowledge Protection for Digital
Innovations: Integrating Six Perspectives
(research in progress)

Stefan Thalmann, Markus Manhart, llona
llvonen and Christian Sillaber.

Financial Performance Impacts of
Information Security Breaches

Atiya Avery and Ranganathan
Chandraskaren.

IT sabotage: An empirical examination of
high risk insiders exhibiting subclinical
psychopathic traits

Michele Maasberg, Nicole L. Beebe, John
Warren and Glenn Dietrich.

Tea & Coffe

14.45-16.45

Too Much of a Good Thing? An
Investigation of the Negative
Consequences of Information Security in
a Healthcare Setting

Azadeh Savoli, Shamel Addas and Isabelle
Fagnot

Human Exploits in Cybersecurity: A
Social Engineering Experiment (research
in progress)

Matthew Hashim, Jesse Bockstedt, lan
Kaufer and Brendan McDermott.

Contextualising the insider threat: a
mixed method study

Sean Browne, Michael Lang and Willie
Golden.

Shadow Threat Intelligence Sources and
their impact on Security and Risk
Management Processes (research in
progress)

Christian Sillaber, Clemens Sauerwein and
Ruth Breu.

Towards a taxonomy of data and guiding
principles for data markets

Aman Sabrina Nwatchock A Koul and
Jean-Henry Morin.

Chair Anat Hovav




